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1. EXECUTIVE SUMMARY & JURISDICTIONAL CONTEXT
This technical audit evaluates the data governance, user authentication, access control architecture, and
privacy disclosures of Gyanly (https://www.gyanly.org) under the provisions of the Digital Personal Data
Protection (DPDP) Act, 2023 (Act No. 22 of 2023) enacted by the Ministry of Electronics and IT (MeitY).
As an educational e-publishing and digital literacy service, Gyanly operates with strict purpose limitation,
one-way cryptographic password hashing, zero plain-text storage, and no third-party data brokerage.

2. STATUTORY COMPLIANCE & TECHNICAL ALIGNMENT MATRIX

STATUTORY PROVISION TECHNICAL IMPLEMENTATION (GYANLY) AUDIT STATUS

Sec 6: Notice & Consent Explicit user opt-in during registration & purchase flows VERIFIED COMPLIANT

Sec 7: Purpose Limitation Data processed strictly for digital book access & orders VERIFIED COMPLIANT

Sec 8(5): Data Protection Bcrypt password hashing & 256-bit SSL/TLS HTTPS encryption VERIFIED COMPLIANT

Sec 8(7): Data Erasure Right to deletion supported via gyanly.contact@gmail.com VERIFIED COMPLIANT

Sec 8(9): Grievance Desk Official Grievance Officer & SLA listed on published Terms VERIFIED COMPLIANT

Sec 9: Child Protection Educational material free from targeted behavioral ads VERIFIED COMPLIANT

Payment Card Protection Direct UPI / QR integration; Zero card/CVV data stored VERIFIED COMPLIANT

3. TECHNICAL SECURITY INFRASTRUCTURE & ACCESS CONTROLS
• Cryptographic Storage: User authentication credentials undergo salted bcrypt hashing before database commit.

• DRM Protected Delivery: Ebooks are rendered on-demand in DRM-shielded memory buffers without exposing raw files.

• Network Shielding: Cloudflare/Vercel edge security with DDoS mitigation, HSTS, and rate-limiting enabled.

• Zero Data Brokerage: No tracking pixels or advertising broker SDKs share telemetry with external networks.
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AUDIT CONCLUSION & SELF-ASSESSMENT CERTIFICATION:

The Gyanly Digital Learning Platform implements all core technical safeguards and statutory notice requirements
stipulated by the Digital Personal Data Protection (DPDP) Act, 2023 for educational and digital publishing services in India.
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